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Identifying the CMMC Self-Assessment Scope 

Level 1 Self-Assessment Scope 
Prior to a Level 1 Cybersecurity Maturity Model Certification (CMMC) Self-Assessment, the 
contractor must specify the CMMC Self-Assessment Scope. The CMMC Self-Assessment Scope 
informs which assets within the contractor’s environment will be assessed and the details of 
the self-assessment.  

FCI Assets 

Federal Contract Information (FCI) Assets process, store, or transmit FCI as follows: 
• Process – FCI can be used by an asset (e.g., accessed, entered, edited, generated, 

manipulated, or printed). 
• Store – FCI is inactive or at rest on an asset (e.g., located on electronic media, in system 

component memory, or in physical format such as paper documents). 
• Transmit – FCI is being transferred from one asset to another asset (e.g., data in transit 

using physical or digital transport methods). 

FCI Assets are part of the CMMC Self-Assessment Scope and are assessed against applicable 
CMMC practices. 

Out-of-Scope Assets 

Out-of-Scope Assets do not process, store, or transmit FCI. Out-of-Scope Assets are outside 
of the CMMC Self-Assessment Scope and should not be part of the CMMC self-assessment. 
These assets are out of scope when evaluating their conformity with applicable CMMC 
practices. There are no documentation requirements for Out-of-Scope Assets. Specialized 
assets, as discussed in the next section, are out of scope for a Level 1 Self-Assessment. 

Specialized Assets 

The following are considered specialized assets for a CMMC Level 1 self-assessment when 
properly documented. 

• Internet of Things (IoT) or Industrial Internet of Things (IIoT) are interconnected 
devices having physical or virtual representation in the digital world, sensing/actuation 
capability, and programmability features. They are uniquely identifiable and may include 
smart electric grids, lighting, heating, air conditioning, and fire and smoke detectors 
[Reference: iot.ieee.org/definition; National Institute of Standards and Technology (NIST) 
800-183]. 

• Government Property is all property owned or leased by the government. Government 
property includes both government-furnished and contractor-acquired property. 
Government property includes material, equipment, special tooling, special test 
equipment, and real property. Government property does not include intellectual 
property or software [Reference: Federal Acquisition Regulation (FAR) 52.245-1]. 
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• Operational Technology (OT)1 is used in manufacturing systems, industrial control 
systems (ICS), or supervisory control and data acquisition (SCADA) systems. OT may 
include programmable logic controllers (PLCs), computerized numerical control (CNC) 
devices, machine controllers, fabricators, assemblers, and machining. 

• Restricted Information Systems can include systems (and associated IT components 
comprising the system) that are configured based entirely on government requirements 
(i.e., connected to something that was required to support a functional requirement) and 
are used to support a contract (e.g., fielded systems, obsolete systems, and product 
deliverable replicas). 

• Test Equipment can include hardware and/or associated IT components used in the 
testing of products, system components, and contract deliverables (e.g., oscilloscopes, 
spectrum analyzers, power meters, and special test equipment). 

Specialized Assets are not part of the Level 1 CMMC Self-Assessment Scope and are not 
assessed against CMMC practices. 

Additional Guidance on Level 1 Scoping Activities  

To appropriately scope a CMMC Level 1 self-assessment, the contractor should consider the 
people, technology, facilities, and external service providers within their environment that 
process, store, or transmit FCI. 
• People – Employees, contractors, vendors, and external service provider personnel 
• Technology – Servers, client computers, mobile devices, network appliances (e.g., 

firewalls, switches, APs, and routers), VoIP devices, applications, virtual machines, and 
database systems 

• Facilities – Physical office locations, satellite offices, server rooms, datacenters, 
manufacturing plants, and secured rooms 

• External Service Provider (ESP) – External people, technology, or facilities that the 
organization uses, including cloud services, co-located data centers, hosting providers, 
and managed security service providers. 

Assets that process, store, or transmit FCI are considered in the self-assessment scope. Using 
the asset types approach allows a contractor to determine and iterate on how they will 
satisfy the CMMC Level 1 practices. Because FCI is a broad category of information, the 
contractor will likely focus the self-assessment on their entire environment. 

For example, identifying the people within the contractor’s organization that process, store, 
or transmit FCI, informs how that contractor performs the following practice: 
• IA.L1-3.5.1 – Identify information system users, processes acting on behalf of users, or 

devices. 

                                                           
1 Operational Technology includes hardware and software that use direct monitoring and control of industrial 
equipment to detect or cause a change. 
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Another example is when the contractor considers all of its technology and external service 
providers, it will allow them to convey how they satisfy the following practices: 
• AC.L1-3.1.20 – Verify and control/limit connections to and use of external information 

systems. 
• SC.L1-3.13.1 – Monitor, control, and protect organizational communications (i.e., 

information transmitted or received by organizational information systems) at the external 
boundaries and key internal boundaries of the information systems. 



 

 

 


	Identifying the CMMC Self-Assessment Scope
	Level 1 Self-Assessment Scope
	FCI Assets
	Out-of-Scope Assets
	Specialized Assets


	Additional Guidance on Level 1 Scoping Activities




Accessibility Report



		Filename: 

		Scope_Level1_V2.0_FINAL_20211202_508.pdf






		Report created by: 

		Marilyn Anderson, Section 508 Policy Compliance


		Organization: 

		DOD CIO





 [Personal and organization information from the Preferences > Identity dialog.]


Summary


The checker found no problems in this document.



		Needs manual check: 0


		Passed manually: 2


		Failed manually: 0


		Skipped: 4


		Passed: 26


		Failed: 0





Detailed Report



		Document




		Rule Name		Status		Description


		Accessibility permission flag		Passed		Accessibility permission flag must be set


		Image-only PDF		Passed		Document is not image-only PDF


		Tagged PDF		Passed		Document is tagged PDF


		Logical Reading Order		Passed manually		Document structure provides a logical reading order


		Primary language		Passed		Text language is specified


		Title		Passed		Document title is showing in title bar


		Bookmarks		Passed		Bookmarks are present in large documents


		Color contrast		Passed manually		Document has appropriate color contrast


		Page Content




		Rule Name		Status		Description


		Tagged content		Skipped		All page content is tagged


		Tagged annotations		Skipped		All annotations are tagged


		Tab order		Passed		Tab order is consistent with structure order


		Character encoding		Passed		Reliable character encoding is provided


		Tagged multimedia		Passed		All multimedia objects are tagged


		Screen flicker		Passed		Page will not cause screen flicker


		Scripts		Passed		No inaccessible scripts


		Timed responses		Passed		Page does not require timed responses


		Navigation links		Passed		Navigation links are not repetitive


		Forms




		Rule Name		Status		Description


		Tagged form fields		Passed		All form fields are tagged


		Field descriptions		Passed		All form fields have description


		Alternate Text




		Rule Name		Status		Description


		Figures alternate text		Passed		Figures require alternate text


		Nested alternate text		Passed		Alternate text that will never be read


		Associated with content		Passed		Alternate text must be associated with some content


		Hides annotation		Passed		Alternate text should not hide annotation


		Other elements alternate text		Passed		Other elements that require alternate text


		Tables




		Rule Name		Status		Description


		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot


		TH and TD		Passed		TH and TD must be children of TR


		Headers		Skipped		Tables should have headers


		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column


		Summary		Skipped		Tables must have a summary


		Lists




		Rule Name		Status		Description


		List items		Passed		LI must be a child of L


		Lbl and LBody		Passed		Lbl and LBody must be children of LI


		Headings




		Rule Name		Status		Description


		Appropriate nesting		Passed		Appropriate nesting







Back to Top


